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About the Product

SafeSign for MAC OS X is a software package that can be used to enhance the security of Internet applications that
support PKCS #11 by hardware tokens, on the MAC OS X platform.

The SafeSign package installs the SafeSign PKCS #11 library that allows you to store public and private data on a
personal token, i.e. a smart card or an USB token.

For more information, refer to the latest SafeSign Product Description.

© 2004 A.E.T. Europe B.V. % Edition 1.0
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About the Manual

This document describes the configuration and installation of SafeSign for MAC OS X.

It describes the requirements before installing SafeSign for MAC OS X, the installation of SafeSign and how you can
verify that SafeSign is properly installed and how to use SafeSign in Netscape and/or Mozilla.
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1.1

111

1.1.2

1.2

1.21

Requirements

This chapter describes the requirements for installing and using SafeSign for MAC OS X, as tested by A.E.T.
Europe B.V.

All tokens, smart card readers and applications SafeSign Standard 2.0 for MAC OS X was tested for, can be
find in the SafeSign Standard 2.0 for MAC OS X product description.

Software Requirements

Operating System

. MAC OS X 10.2
. MAC OS X 10.3
Applications

Note: this only applies if you want to use Netscape and/or Mozilla for e.g. web authentication and secure e-
mail. Other applications supporting PKCS #11 may also be used.

. Netscape 7.1

. Mozilla 1.6, 1.7

. Mozilla Firefox 0.9.1

. Mozilla Thunderbird 0.7.1

Hardware Requirements

Note that though SafeSign is designed to support an extensive range of tokens, only a specific number of
tokens / readers (combinations) have been tested with MAC OS X, as part of AET’s Quality Assurance
procedures. This does not imply that other tokens / readers (combinations) do not work.

Smart Card Readers

SafeSign for MAC OS X has been tested with the following smart card readers:

. Omnikey CardMan 2020 USB smart card reader
. Omnikey CardMan 3121 USB smart card reader
. Rainbow iKey 3000 USB Token

Note

Please note that there are some issues (e.g. the IFD handler crashing at unexpected moments), with the
CardMan 2020 and the iKey 3000 USB token, which are due to the smart card reader drivers. These issues are
currently under investigation by their respective suppliers.

The CardMan 3121 has been found to be the most reliable and stable and is therefore the preferred reader
for testing and using SafeSign with MAC OS X.

© 2004 A.E.T. Europe B.V. 1 Edition 1.0
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1.2.2 Smart Cards

No token utilities are delivered for the MAC, so you should use a smart card initialised with SafeSign 1.0.9.04
(or higher)! or SafeSign Standard 2.0 for Windows.

The following tokens have been tested:

G&D STARCOS SPK 2.3 v7.0 smart card
G&D STARCOS SPK 2.4 v3.0 smart card
G&D STARCOS SPK 2.4 FIPS v3.3 smart card
G&D Sm@rtCafé Expert v2.0 smart card

IBM JCOP 20

Rainbow iKey 3000 USB token

1.3 Installation files

The installation package SafeSigninstaller20.tar.gz will extract in:

Directory called meta-installer
SafeSign2.0.mpkg

Execute the file SafeSign2.0.mpkg.

The SafeSignZ2.0.mpkg file will install all packages installed in the meta-installer directory.

1.4 User requirements

User needs to have sufficient privileges and basic knowledge of Mac OS X to install SafeSign for MAC OS X.

! Either 1.0.9.04 or 1.0.9.04-Update

© 2004 A.E.T. Europe B.V. 2
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2 SafeSign Installation for MAC OS X

After extracting the SafeSigninstaller20.tar.gz file, locate the SafeSign2.0.mpkg file in the directory meta-
installer, which contains all packages.

1 This will open the Welcome to the SafeSign 2.0 Installer window, introducing the package contents:

N alala) Install SafeSign 2.0

Welcome to the 5afeSign 2.0 Installer

This package installs the following software :

2 Introduction
- PC/SC-lite version 1.1.2 Beta §

B Licehse - SafeSign 2.0
P e e - 8mart card reader drivers for :
Selaiit Degtinatio - OMNIKEY CardMan 2020

- Rainbow Ikey 3000

I Installation Type
o L - OMNIKEY CardMan CCID 3121

nstalling

Firish Up

Go Back [ Continue )
.~

Figure 1: Install SafeSign 2.0: Welcome to the SafeSign 2.0 Installer

This window will list the components installed by SafeSign for MAC OS X, version 2.0.

= Click Continue to proceed to the next step of the installation process

© 2004 A.E.T. Europe B.V. 3 Edition 1.0
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2 The next window will display the SafeSign License Agreement:

B 6e Install SafeSign 2.0

Software License Agreement

"English 3
O Introduction
8 License SafeSign License Agreemeant r
| AET. Europe B.V.
| Selagt Destination 1Jsselburcht 3
| NL - 6825 BS Arnhem
 Installation Type The Netherlands

nstallifig SafeSign License Terms and Conditions

Finish Up 1 Clause 1

Subject to the terms and conditions of this Agreement, A.E.T. Europe B.V.
{hereinafter: AET) grants to Licensee a non-exclusive, non-transferable and
non-objectionable license to use SafeSign. Licensee is not granted any
ownership rights. Licenses are granted on the condition that the Licensee
fully complies with the terms and conditions of this Agreement. All
intellectual and industrial ownership rights are and will remain the exclusive
property of AET. Licensee is explicitly forbidden at all times to transfer,
lease, sub-license or grant limited rights to (portions of) SafeSign, ar to
transfer SafeSign to any third parties in whatever manner or for whatever
pUFpOSE.

2 Clause 2 3
The Licensee is prohibited from removing or modifying in any manner and
far whatever purpose, any notices with regard to copyright, brand names,

4 W

(" Print... )  save.. ) ( GoBack ) ( Continue )

Figure 2: Install SafeSign 2.0: Software License Agreement

Please read the License Agreement carefully and scroll down to read the whole text.

= Click Continue when you have read and understood the License Agreement

r Note

In order to go back to the previous step in the installation process, click Go Back

In order to quit the installation process, click the red button in the top left corner of the dialog.

3 Upon clicking Continue, you will be asked to agree to terms of the software license agreement to continue
installation:

To continue installing the software, you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation.

( Disagree jJ ( Agree j}

Figure 3: Software License Agreement: Agree to the terms

= Click Agree when you agree to the terms of the Software License Agreement and wish to continue
installing SafeSign.

If you click Disagree, you will return to the Software License Agreement window.

© 2004 A.E.T. Europe B.V. 4 Edition 1.0
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4 Upon clicking Agree to accept the terms of the Software License Agreement, you will be asked to select a
destination for SafeSign to be installed in:

e Yala)

Install SafeSign 2.0

O Introduction

B License

B Select Destination
® Instd@llation Type

® Installifig

® Firigh Up

Select a Destination

Select a destination volume to install the SafeSign 2.0
software.

Mek
6.2GB (1.6GB Free)

You can choose the folder to install into.

Destination folder: Choose...

Continue

Figure 4: Install SafeSign 2.0: Select a Destination

This will allow you to select a destination volume to install the SafeSign 2.0 software in.

In our example, the destination volume will be the local hard disk (called ‘Mek).

= Select the destination volume by clicking on it:

e YaNa)

Install SafeSign 2.0

O Introduction

0 License

B Select Destination
@ Instd@llation Tyjpe

® Installifg

® Firigh Up

Select a Destination

Select a destination volume to install the SafeSign 2.0
software.

Mek
6.2GB (1.6GE Free)

Installing this software requires 6.7MB of additional space.

You have selected to install this software in Mek on the volume
“Mek.”

You can choose the folder to install into.

Destination folder:  Mek

[ Choose... )

(: Go Back ) (:Continue )

Figure 5: Select a Destination: Destination volume selected

=» When you have selected the destination to install SafeSign in, click Continue

© 2004 A.E.T. Europe B.V.
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ﬁ Note
You can select a specific destination folder by clicking on Choose.

5 Upon clicking Continue, you will be allowed to install / upgrade SafeSign:

‘e e Install SafeSign 2.0

Easy Install on “Mek”

O Introduction

) License Click Upgrade to perform a basic installation of this

H select Distifalioh software package on the volume “"Mek.”

O Installation Type
nstalling

Fimish Lip

| Customize | [ GoBack ) ([ Upgrade )

Figure 6: Install SafeSign 2.0: Easy Install on “Mek”

Now you will be able to install SafeSign, either performing a new installation or an upgrade installation.

When SafeSign has already been installed before, you will be allowed to upgrade the installation (as in the
picture above, by clicking Upgrade). If you are performing a new installation, the button Install will be
available. In our example, we will upgrade the installation.

= Click Upgrade to upgrade SafeSign

© 2004 A.E.T. Europe B.V. 6 Edition 1.0
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Custom Installation

® <

You may want to select the components you wish to install, for example if you are using a particular smart
card reader. In this case, you may not want to install the drivers for other smart card readers as well.

In order to perform a custom installation, select Customize in the £asy Install on “Mek” window to open the
following window where you can select / deselect packages to be installed:

N la) Install SafeSign 2.0

Custom Install on “Mek”

.Package Name Action Size
1 W _li
O Introduction ¥ PC/5C-lite Upgrade 619KE
oL ™ Rainbow iKey 3000 driver v1.0 Upgrade 73.0KB
Lighre o OMNIKEY CardMan 2020/6020 1.0.0.3 Upgrade  67.0KB
O Select Destination W ifdokccid_macos-1.2.0 Upgrade 40.0KB
O Installation Type v safesign Install 5.9ME
nstalling
Fiish Lp
Space Required: 6.7MB Remaining: 1.6GE
—_— - w B
| Easy Install ) [ GoBack ) (| Upgrade )

Figure 7: Install SafeSign 2.0: Custom Install on “Mek”

By default, all packages will be installed:

Package Name Description

This package contains PC/SC-lite version 1.1.2 Beta 5 modified to be used
with SafeSign

Rainbow iKey 3000 driver v1.0 This package installs the iKey 3000 device drivers v1.0

OMNIKEY CardMan 2020/6020 1.0.0.3 n/a

OMNIKEY AG CCID device driver v1.1.0 OMNIKEY CardMan 3121 smart card reader

SafeSign This package contains SafeSign and some test tools

Table 1: Custom Installation: Packages

PC/SC-lite

= Deselect the packages you do not wish to install, then click Upgrade to upgrade SafeSign

© 2004 A.E.T. Europe B.V. 7 Edition 1.0
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6 Upon clicking Upgrade, you may be asked to authenticate:

Authenticate

- Installer requires that you type your password.

S

Name:

Password:
¥ | Details
L

o F ee—— F —
(?) [ Cancel ) [ OK )
e

Figure 8: Easy Install on “Mek”: Authenticate

When you do not have sufficient privileges, you will be asked to authenticate with username and password.

This is because you need administrator / root rights to install the SafeSign software.

= Enter the name and password of the root and click OK to continue

7 Upon clicking OK, SafeSign will be installed and you will be informed of its progress:

alala) Install SafeSign 2.0

Install Software

2 Introduction
O License
£ Seleéct Destination

O Installation Type
8 Installing Preparing SafeSign 2.0

Finish Lip

Configuring Installation

Time Remaining: less than a minute

Figure 9: Install SafeSign 2.0: Install Software

= Wait until the installation process is completed

Continue

© 2004 A.E.T. Europe B.V. 8
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8 You will be informed when the installation process is completed:

‘D00 Install SafeSign 2.0

Install Software

O Introduction
O License
£ Select Destination
O Installation Type
® Installing The software was successfully installed
© Finish Up
Go Back (" Close )

Figure 10: Install Software: The software was successfully installed

= Click Close to close the SafeSign Installer.

© 2004 A.E.T. Europe B.V. 9 Edition 1.0
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3 Verify and Test Installation

3.1 SafeSign PKCS #11 Library

In order to verify that the SafeSign PKCS #11 Library has been properly installed, open a Terminal and enter:
Is /usr/lib/libaetpkss.dylib

as in the picture below:

rf_\ ™ ™ i - -1
000 Terminal — bash — B0x24
Laszt login: Fri Jul 9 1A:47:66 on ttwpl 5
Welcome to Darwin!
Computer :~ % Iz fusr/lib/libaetpkes.dvlib
Jusr/lib/libaetpkss dylib
£

Figure 11: Terminal: /usr/lib/libaetpkss.dylib

The SafeSign PKCS #11 Library is located in /usr/lib/ and is called: /ibaetpkss.aylib

© 2004 A.E.T. Europe B.V. 10 Edition 1.0
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3.2 Sign and Verify test

You can test SafeSign by means of the utility called SignAndVerifyLinux, installed by SafeSign. This test

program will test several PKCS#11 actions.

The SignAndVerifyLinux utility is installed in: /usr/bin/

You can execute it from any location, by entering ‘SignAndVerifyLinux’, after which the program will run:

Terminal — bash — 79x44

============== lhitializing... ==============
Doing : C_Initialize, this operation took B.260 seconds to complete

============== Find the first token ==============
Loing : C_GetSlotLizt, thiz operation took B.19% seconds to complete

============== [hit the token ==============
Doing : C_InitToken, this operotion took 12.8583 seconds to complete

============== [hit the user PIN ==============

Loing : C_OpenSeszsion, thiz opergtion took 1.439 seconds to complete
Loing : C_Login, this aoperation took B.446 zeconds to complete
Laoing : C_InitPIM, thiz operation took B.493 seconds to complete
Doing : C_Logout, this operotion took 8.148 seconds to complete
============== SWitch to uzer mode ==============

Loing : C_Login, this operation took B.146 zeconds to complete

============== [(eneraote the test key-pair ==============
Doing : C_GeneratekeyPair, this operation took §.BVE seconds to complete

============== Finding the Generated key-pair ==============

Loing : C_FinddbjectzsInit, this operotion took B.881 zeconds to complete
Loing : C_FindObjects, thiz opergtion took B.801 seconds to complete
Doing : C_FinddbjectsFinal, thiz operation took A.8AL seconds to complete
Doing : C_FindObjectzlnit, this operotion took ©.881 zeconds to complete
Doing : C_FindObjects, this operotion took B.808 seconds to complete
Doing : C_FindObjectsFingl, this operation took 8.808 seconds to complete

============== [0 the signsverify encrvpt/decrvpt test ==============

Loing : C_SignlInit, thiz operation took B.801 seconds to complete
Loing : C_5Sign, thiz operation took B.59% seconds to complete
Doing : C_VerifylInit, this operation took B.881 seconds to complete
Doing : C_VMerify, this operotion took 8.807 seconds to complete
Doing : C_EncryptInit, this operotion took 8.801 seconds to complete
Loing : C_Encrvpt, thiz operotion took B.883 seconds to complete
Loing : C_DecryptInit, thiz opergtion took B.801 seconds to complete
Loing : C_Decrypt, thiz operation took B.6A5 seconds to complete
Laoing : C_Logout, this operotion took B.186 zeconds to complete

============== L loze the zezzion with the tokeh ==============
Doing : C_CloseSession, this operation took B.881 seconds to complete

============== Finalizing... ==============
Figure 12: Terminal: SignAndVerifyLinux

5
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4.1

Set up PKCS#11 library in Netscape and Mozilla

Netscape
In Netscape, go to Netscape > Preferences > Privacy & Security > Certificates > Manage Security
Devices:
‘o000 Device Manager
Security Modules and Devices Dretails Walue Log In
¥ NSS Internal PKCS #11 Module
Log Out
Generic Crypto Services :
Software Security Device Change Password
¥ Builtin Roots Module ( Load )
Unload

Builtin Object Token
(" EnableFIPS )

€ Help 3

Figure 13: Netscape Device Manager: Security Modules and Devices
The SafeSign PKCS #11 module is not yet installed.

= Click on Load to load a new module

Upon clicking on Load, you can enter the information for the module you want to add:

‘D00 Load PKCS#11 Device e
Enter the information for the module you want to add.

Module Name:  new PKCS#11 Module

Module filename: € EBrowse... )

-

( oK ) ( Cancel )
Figure 14: Netscape Device Manager: Load PKCS#11 Device

= Enter a name for the security module, e.g. SafeSign and type in the path to the location where the
PKCS#11 Library is located (/usr/lib/libaetpkss.dylib, as described in paragraph 3.1), as below:

‘D00 Load PKCS#11 Device o
Enter the information for the module you want to add.

Module Name: SafeSign

Module filename: fusrflibflibaetpkss.dylib { Browse.. )

-~

( oK ) ( Cancel )
Figure 15: Netscape Device Manager: Load SafeSign

= Click OK
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You will be asked to confirm installation of the security module:

Are you sure you want to install this security module?
i Module Name: SafeSign

Path: fusr/lib/libaetpkss.dylib

l': Cancel :J(—SH

Figure 16: Netscape Device Manager: Are you sure you want to install this security module?

= Click OK to continue installation

You will be informed when the module is successfully loaded:

‘000 Alert

& A new security module has been installed

o)

Figure 17: Netscape Device Manager: A new security module has been installed

= Click OK

The SafeSign PKCS#11 Library will now be available as a security module in Netscape:

Oy Oy O Device Manager

Security Modules and Devices Details Value Log In

¥ N5S Internal PKCS #11 Module
Ceneric Crypto Services
Software Security Device

Log Out

Change Password

¥ Builtin Roots Module ( Load |
Builtin Object Token Unload

¥ SafeSign - ~
OMNIKEY CardMan CCID 312100 - R J

e ) o)

4
Figure 18: Netscape Device Manager: SafeSign Security Module

You can now use your SafeSign token in Netscape for such operations as web authentication, where you will
be asked to select a device and enter the PIN:

‘OO Prompt

Please enter the master password for the SafeSign Token.

( Cancel )(—BK—)

Figure 19: Netscape: Master Password Prompt
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4.2 Mozilla

In Netscape, go to Mozilla > Preferences > Privacy & Security > Certificates > Manage Security

Devices:
Halala) Device Manager
Security Modules and Devices Details Value Log In
¥ NSS Internal PKCS #11 Module
Log Out
Ceneric Crypto Services :
Software Security Device Change Password
F %
¥ Builtin Roots Module r Load y)
Builtin Object Token Unload
I ™\
k Enable FIPS y

Fa

[ Help )
A

Figure 20: Mozilla Device Manager: Security Modules and Devices

The SafeSign PKCS #11 module is not yet installed.

= Click on Load to load a new module

Upon clicking on Load, you can enter the information for the module you want to add:

D00 Load PKCS#11 Device =N
Enter the information for the module you want to add.

Module Name: | New PKCS#11 Module
_('

Module filename: Browse...

F w

¢ OK 9 l: Cancel :I
Figure 21: Mozilla Device Manager: Load PKCS#11 Device

= Enter a name for the security module, e.g. SafeSign and type in the path to the location where the
PKCS#11 Library is located (/usr/lib/libaetpkss.dylib, as described in paragraph 3.1), as below:

‘o0 0 Load PKCS#11 Device =)

Enter the information for the module you want to add.

Module Name: SafeSign
Fd

Module filename: fusr/lib/libaetpkss.dylib Browse... \',I

[: OK ) l: Cancel ;1
Figure 22: Mozilla Device Manager: Load SafeSign

= Click OK
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You will be asked to confirm installation of the security module:

Are you sure you want to install this security module?
i Module Name: SafeSign

Path: fusr/lib/libaetpkss.dylib

rd N
( Cancel ) 0K

Figure 23: Mozilla Device Manager: Are you sure you want to install this security module?

= Click OK to continue installation

You will be informed when the module is successfully loaded:

‘000 Alert

& A new security module has been installed

o)

Figure 24: Mozilla Device Manager: A new security module has been installed

= Click OK

The SafeSign PKCS#11 Library will now be available as a security module in Mozilla:

Oy Oy O Device Manager

Security Modules and Devices Details Value Log In

¥ N5S Internal PKCS #11 Module
Ceneric Crypto Services
Software Security Device

Log Out

Change Password

¥ Builtin Roots Module ( Load )
Builtin Object Token Unload

¥ SafeSign Fa Y
OMNIKEY CardMan CCID 312100 - R J

Figure 25: Mozilla Device Manager: SafeSign Security Module

You can now use your SafeSign token in Netscape for such operations as web authentication, where you will
be asked to select a device and enter the PIN:

‘OO Prompt

Please enter the master password for the SafeSign Token.

( Cancel )G—BK—-)

Figure 26: Mozilla: Master Password Prompt
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