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1 Introduction

1.1 Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be
interpreted as described in IETF RFC 2119 [RFC 2119]. These keywords are capitalized when
used to unambiguously specify requirements over protocol features and behavior that affect the
interoperability and security of implementations. When these words are not capitalized, they are
meant in their natural-language sense.

This  specification uses the following  typographical conventions in  text:
<ArchiveProfileElement>, <ns:ForeignElement>, Attribute, Datatype, OtherCode.

Listings of Archive schemas appear like this.

1.2 Schema Organization and Namespaces

The structures described in this specification are contained in the schema file [Archive-XSD]. All
schema listings in the current document are excerpts from the schema file. In the case of a
disagreement between the schema file and this document, the schema file takes precedence.

This schema is associated with the following XML namespace:

urn:oasis:names:tc:dss:1.0:profiles:archive

If a future version of this specification is needed, it will use a different namespace.
Conventional XML namespace prefixes are used in the schema:

e The prefix dss: stands for the DSS core namespace [Core-XSD].

e The prefix ds: stands for the W3C XML Signature namespace [XMLSig].

e The prefix xs: stands for the W3C XML Schema namespace [Schemal].

e The prefix archp: or no prefix defaults to the namespace of the present document.
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2 Profile Features
2.1 Identifier

urn:oasis:names:tc:dss:1.0:profiles:archive

2.2 Scope

This document adds an archive protocol to the other ones described in [DSSCore].

This profile is concrete, can be directly implemented, and MAY be further profiled.

2.3 Relationship to Other Profiles
This profile is based directly on the [DSSCore].

2.4 Signature Object

The signature object can only include signatures, therefore excluding other objects like

timestamps and certificates.

2.5 Transport Binding

This profile does not constrain any transport binding defined in [DSSCore].

2.6 Security Binding

This profile does not constrain any security binding defined in [DSSCore].
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3 Common Protocol Structures

3.1 Archiveldentifier-based Requests

Several requests of the protocols described below need to include the identifier of the archived
signature in order to point the signature object that is subject to operation.

The requests of these protocols can use the ArchiveldentifierRequest complex type, defined as
follows.

<dss:Optional Inputs> [Optional]
The optional inputs that MAY customize the archive process.
<Archiveldentifier> [Required]

The identifier of the archived signature subject to the operation.

The elements RequestID and Profile MUST be interpreted as stated in [DSSCore].

<xs:complexType name="ArchiveldentifierRequest”>
<Xs:sequence>
<xs:element ref="dss:Optional Inputs'"™ minOccurs="0"/>
<xs:element name="Archiveldentifier" type="Archiveldentifier'/>
</Xs:sequence>
<xs:attribute name="RequestID" type="xs:string" use="optional"/>
<xs:attribute name="Profile" type="xs:anyURI" use="optional'/>
</xs:complexType>

When the identifier for the object cannot be found by the server, it MUST refuse the request using
the minor code ArchiveldentifierNotFound.

3.2 Result Codes

This section includes common result codes used by the different protocols defined within this
document.

The URN used for the <dss:ResultMajor> elements is described in [DSSCore]. The URN
used for the <dss:ResultMinor> elements MUST be
urn:oasis:names:tc:dss:1.0:profiles:archive:resultminor: followed by the
codes described below.

<dss:ResultMajor> <dss:ResultMinor> Description

RequesterError ArchiveldentifierNotFound | There's no signature archived with
the identifier included in the
request.
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4 Archive Protocol

The following protocol supports server-side (long-term) archival of electronic signatures, allowing
the clients to interact with the server to

e archive signatures (the Archive Submit Protocol),

e retrieve archived signatures (the Archive Retrieval Protocol)

o delete archived signatures (the Archive Delete Protocol),

o modify the archival options of an archived signature (the Archive Modify Protocol)
o verify the integrity of the stored signatures (the Archive Verify Protocol)

4.1 The Archive Submit Protocol

This protocol allows the client to submit signatures to the service for their archival.

4.1.1 Element <ArchiveSubmitRequest>
The element <ArchiveSubmitRequest> can be used to request the archival of a signature or
timestamp.
<dss:Optional Inputs> [Optional]
The optional inputs that customize the archive submit process.

<dss:SignatureObject> [Required]
The signature to archive.

The elements RequestlD and Profile MUST be interpreted as stated in [DSSCore].

<xs:element name="ArchiveSubmitRequest">
<xs:complexType>
<xs:sequence>
<xs:element ref="dss:SignatureObject"/>
</xs:sequence>
<xs:attribute name="RequestID" type="xs:string" use="optional"/>
<xs:attribute name="Profile" type="xs:anyURI" use="optional"/>
</xs:complexType>
</xs:element>

4.1.2 Element <ArchiveSubmitResponse>
The element <ArchiveSubmitResponse> MUST be produced by the server as a response to
an <ArchiveSubmitRequest>.
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<Archiveldentifier> [Optional]

The unique identifier assigned by the server to the archived signature object.

<xs:element name="ArchiveSubmitResponse">
<xs:complexType>
<xs:complexContent>
<xs:extension base="dss:ResponseBaseType">
<xs:sequence>
<xs:element name="Archiveldentifier" type="Archiveldentifier" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>

If the submit operation is successfully processed, the server MUST include an
<Archiveldentifier> element, including the unique identifier of the archived object, that
SHOULD be retained by the client in order to be able to request subsequent operations with the
archived object.

When there’s any archive option that is not supported by the server, the server MUST refuse the
request using the minor code UnsupportedArchiveOption.

4.1.3 Optional Inputs and Outputs

4.1.3.1 Optional Input <ArchivePolicy>

This optional input instructs the server to use a specific archive policy when archiving this
signature. The archive policy SHOULD include relevant information for the archival process, like
the retention period, the algorithms and key lengths, and the techniques (i.e. timestamping,
timemarking) used to guarantee the integrity of the archived object over time.

When the server is unable to find an appropriate archive policy using the identifier requested by
the client, the request MUST be rejected using minor code ArchivePol icyNotFound.

<xs:element name="ArchivePolicy" type=""xades:ObjectldentifierType'/>

4.1.3.2 Optional Input <RetentionPeriod>

This optional input instructs the server to archive the signature contained in the request,
guaranteeing its integrity, for at least the duration included in the optional input starting at the
moment of request processing.

The server MAY refuse the request when this optional input is used with the <ArchivePolicy>
element, using minor code IncompatibleRetentionPeriodlnformation.

<xs:element name="RetentionPeriod"” type='xs:duration®/>
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4.1.3.3 Optional Input <UpdateSignature>

This optional input instructs the server to update the signature prior to its archival, including
important evidences that can be essential to survive repudiation / arbitration processes (by
proving that the signature was valid at the time it was created (the signer’s certificate was valid at
the signature creation time)).

<xs:element name="UpdateSignature'>
<xs:complexType>
<xs:attribute name="Type" type='"'xs:anyURI" use="required"/>
</xs:complexType>
</xs:element>

4.1.3.4 Optional Input <ArchiveMode>

This optional input instructs the server how to handle the archival of the signature. Two options
are defined in the present document

o Opaque Mode (MANDATORY): The server handles the signature as an opaque binary object,
applying the integrity protection measures over the whole object as a binary stream. If there’s
a need for signature updating prior to archival, the client MAY use the verifying protocol to
update the signature.

e ES-A Mode (OPTIONAL): The server handles the signature as an archive electronic
signature as defined in [XAdES] and [CAdES], applying the integrity protection measures
over the signature using the rules defined in the former specifications. The signature MUST
be updated to an ES-A prior to archival.

When the server doesn’t support the archive mode, it MUST refuse the request using the minor
code UnsupportedArchiveMode.

Any other modes MAY be defined in further profiles.

<xs:element name="ArchiveMode" type="xs:anyURI’/>

4.2 The Archive Retrieval Protocol

This protocol allows the client to request the retrieval of the archived object in an immutable way
(the archived object is not removed from the archive and its archive options remain unchanged).

4.2.1 Element <ArchiveRetrievalRequest>

The element <ArchiveRetrievalRequest> can be used to retrieve archived signatures
without altering in any way the status of the archived object.

<xs:element name="ArchiveRetrievalRequest” type="ArchiveldentifierRequest’/>
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4.2.2 Element <ArchiveRetrievalResponse>

The element <ArchiveRetrievalResponse> MUST be produced by the server as a
response to an <ArchiveRetrievalRequest>.

<dss:SignatureObject> [Optional]

The requested signature to retrieve (that is archived by the server).

<xs:element name="ArchiveRetrievalResponse">
<xs:complexType>
<xs:complexContent>
<xs:extension base="dss:ResponseBaseType'>
<xs:sequence>
<xs:element ref="dss:SignatureObject™ minOccurs="0"/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>

If the retrieval operation is successfully processed, the server MUST include an
<dss:SignatureObject> element, including the archived signature being requested.

4.2.3 Optional Inputs and Outputs

No optional inputs/outputs are defined for this protocol.

4.3 The Archive Delete Protocol

This protocol allows the client to request the removal of the archived signature from the archive.

4.3.1 Element <ArchiveDeleteRequest>

The element <ArchiveDeleteRequest> can be used to request the removal of a signature
from the archive.

<xs:element name="ArchiveDeleteRequest" type="ArchiveldentifierRequest”/>

4.3.2 Element <ArchiveDeleteResponse>

The element <ArchiveDeleteResponse> MUST be produced by the server as a response to
an <ArchiveDeleteRequest>.

<dss:SignatureObject> [Optional]

The requested signature to delete (that is archived by the server).

<xs:element name="ArchiveDeleteResponse"'>
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<xs:complexType>
<xs:complexContent>
<xs:extension base="dss:ResponseBaseType'>
<xs:sequence>
<xs:element ref="dss:SignatureObject” minOccurs="0"/>
</Xs:seguence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

</xs:element>

If the delete operation is successfully processed, the server MUST include an
<dss:SignatureObject> element containing the signature being removed from the archive.

4.3.3 Optional Inputs and Outputs

No optional inputs/outputs are defined for this protocol.

4.4 The Archive Modify Protocol

This protocol allows the client to modify the archival options of an archived signature.

4.4.1 Element <ArchiveModifyRequest>

The element <ArchiveModifyRequest> can be used to request the modification of the
archival options of an archived signature.

<xs:element name="ArchiveModifyRequest" type="ArchiveldentifierRequest”/>

4.4.2 Element <ArchiveModifyResponse>

The element <ArchiveModifyResponse> MUST be produced by the server as a response to
an <ArchiveModifyRequest>.

<xs:element name="ArchiveModifyResponse" type="'dss:ResponseBaseType'/>

When the server is not able to modify the archive options associated to an archived signature, it
MUST refuse the request using the minor code UnsupportedModification.

4.4.3 Optional Inputs and Outputs

4.4.3.1 Optional Input <ArchivePolicy>

As described in section 3.1.3.1.

4.4.3.2 Optional Input <RetentionPeriod>
As described in section 3.1.3.2.
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4.4.3.3 Optional Input <UpdateSignature>

As described in section 3.1.3.3.

4.5 The Archive Verify Protocol

This protocol allows the client to verify the integrity of an archived object.
4.5.1 Element <ArchiveVerifyRequest>

The element <ArchiveVerifyRequest> can be used to request the verification of the integrity
of an archived object.

<xs:element name="ArchiveVerifyRequest" type="ArchiveldentifierRequest”/>

4.5.2 Element <ArchiveVerifyResponse>

The element <ArchiveVerifyResponse> MUST be produced by the server as a response to
an <ArchiveVerifyRequest>.

<xs:element name="ArchiveVerifyResponse" type="dss:ResponseBaseType'/>

When the server cannot determine the integrity status of the object (i.e. due to missing
information), this request MUST be refused with the minor code
IntegrityCheckUnavailable.

When the archived object is determined to have suffered an integrity violation, the server MUST
this situation including a minor code IntegrityViolation in the response.

When the integrity is correctly verified, the server MUST inform the client using the minor code
ValidIntegrityCheck.
4.5.3 Optional Inputs and Outputs

No optional inputs/outputs are defined for this protocol.

4.6 Result Codes

The URN used for the <dss:ResultMajor> elements is described in [DSSCore]. The URN
used for the <dss:ResultMinor> elements MUST be
urn:oasis:names:tc:dss:1.0:profiles:archive:resultminor: followed by the
codes described below.

<dss:ResultMajor> <dss:ResultMinor> Description
RequesterError UnsupportedArchiveOption Any of the options selected by
the client regarding the archival
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333
334

of the signature is not supported
by the server.

RequesterError ArchivePolicyNotFound The policy selected by the client
cannot be found by the server.
RequesterError IncompatibleRetentionPerio The client is using both an
dInformation archival policy and a manually-
selected retention period.
ResponderError IntegrityCheckUnavailable The server cannot determine
whether the integrity of the
archived object has been
preserved or not.
ResponderError IntegrityViolation The archived signature has been
tampered.
Success ValidIntegrityCheck The server has verified the
integrity of the signature
successfully.
ResponderError UnsupportedModification The server is not able to modify

the archive options in the way
requested by the client.
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335 5 ldentifiers
336 5.1 Archive Modes

337  The archive modes defined in this specification are:

Opague/Raw Mode | urn:oasis:names:tc:dss:1.0:profiles:archive:modes:opaque

ES-A Mode urn:oasis:names:tc:dss:1.0:profiles:archive:modes:ES-A

27 December 2005

oasis-dss-1.0-core-profiles-archive-spec-wd01
Page 14 of 17

Copyright © OASIS Open 2005. All Rights Reserved.



338

339

340
341

342
343
344

345

6 References

6.1 Normative
[TO BE DONE]
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Appendix B. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright © OASIS Open 2003. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCeSSOrs or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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